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Abstract: One form of information technology management for UMKM in
order to expand business networks, marketing and carrying out business
processes is the use of the Cobit 5 framework. The benefits and maturity level
of IT management are benchmarks for the direction of development and
utilization strategies for UMKM. The purpose of this study was to assess the
position of Kasasiur Banjar SMEs regarding implementation and targets to be
achieved in the future. The result of the assessment is the maturity level of the
current IT management position (existing). Furthermore, maturity targets will
be determined for each selected IT process to be used as guidelines for the
Kasasiur Banjar UMKM group in IT utilization. Maturity level assessment
uses the domains EDM3, EDM4, APO7, DSS3, DSS6, and MEA1 with the
calculation model referring to ISO/IEC 15504. Assessment results Maturity
level related to IT development strategy is at level 1 (1.21), which is
Performed. This means that Kasasiur Banjar SMEs have a concern for good
IT management and processes have been implemented and achieved goals.
The direction of governance development in UMKM Kasasiur Banjar is
targeted to reach level 5, namely Optimizing.
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1. Introduction

Micro, Small and Medium Enterprises (UMKM, Usaha Mikro, Kecil dan Menengah) as the largest
economic actors at the national, regional and local levels have a strategic position and role in reducing
poverty, reducing unemployment through job creation, and increasing state income through growth in
the value of non-oil and gas exports. [1]. Even though they have a significant share in increasing
national production, SMEs are considered to still have weaknesses in the aspect of using technology,
especially information technology to expand UMKM business networks and marketing. It is necessary
to assess the maturity level to find out where the position of UMKM is related to the implementation of
information technology and the targets to be achieved in the future. The results of the assessment can
show the maturity level of existing IT processes [2]. Furthermore, maturity targets will be determined
for each selected IT process, the maturity target for each process is the ideal condition to be achieved
in the definition of the desired maturity level (to-be) and becomes a guideline for the Kasasiur Banjar
UMKM group in developing IT processes [3].

In the process of using the system, of course, there are obstacles and problems in achieving
company goals. Of the various problems that exist, a framework that has been applied in various
companies. The concept was introduced by the Information System Audit and Control Associate
(ISACA) which was named COBIT (Control Objectives for Information and Related Technology) [4].
COBIT is a framework or framework that has domains, processes, objectives, maturity models, and a
logical structure to provide information technology governance solutions. There are several causes of
these problems which are then linked using the COBIT 5 theory, among others, in the service sector,
the admin has problems with inputting fabric stock models to the computer, this happens because of
the many types of fabrics on the computer with different types [5] [6] [7] [8] [9]. These issues are
included in the APO7 domain (managing human resources) and the EDM3 domain (ensuring risk
optimization). The second problem is that sometimes there is a difference between the stock of fabric
and the stock in the system. This issue belongs to the EDM4 domain (ensure resource optimization).In
addition, several other problems also emerged, such as communication errors between sales, sales
admins and warehouse parties regarding the delivery of goods which are included in the DSS3
(problem management) and DSS6 (manage and control business processes) domains [10]. And the last
problem is that the fabric that consumers want is sometimes empty, so consumers have to wait for the
fabric order process first which is included in the MEA1 domain (monitoring, evaluating, and
assessing performance and suitability) [11].

Based on the background and problems above, it is necessary to evaluate the governance of
information technology in UMKM Kasasiur Banjar. The evaluation of governance has the aim of
knowing the maturity value of governance and providing recommendations for these problems.
Researchers use the COBIT 5 framework to evaluate governance in the company with several domains
that are in accordance with the problems that occur.

2. Literature Review

2.1. OBIT 5

COBIT version 5 is the COBIT Framework from ISACA which provides an end-to-end business
description of corporate information technology governance to describe the main role of information
and technology in creating corporate value. COBIT 5 has 37 control practices and 209 control
activities related to governance and management processes. . COBIT version 5 helps companies create
optimal value by balancing profit and risk using resources [12].

The maturity level required by management to recognize the need for a maturity level monitoring
process needs to be carried out in accordance with the information technology governance audit
requirements [13] [14]. With the expected maturity level at level 5. To improve IT governance,
recommendations for improvement as well as evaluation, assessment and direction related to all
activities in the company [15].

ISO/IEC 15504 is a framework for process assessment. ISO/IEC 15504 has 4 level categories,
including:

1. N (Not achieved / not achieved) means that this category has little evidence of achieving
process attributes with a range of 0-15%.

2. P (Partially achieved / partially achieved) means having some evidence regarding the
approach and achievement of the process attributes with a range of 15-50%.

3. L (Largely achieved / achieved in outline) means that there is a significant achievement and
has evidence of a systematic approach with a range of 50-85%.

4. F (Fully achieved / fully achieved) means having evidence of a systematic and complete
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approach with full achievement of the attributes clarified in that category. The range of this
category ranges from 85-100%.

2.2. Capability Level Models
ISO/IEC 15504 shows in Figure 1.

1ISO/IEC Measurement Scale

Optimizing
The Process is continuously improved to meet current
And projected business goals.

PA 5.1 Process Innovation
Predictable PA 5.2 Process Optimization
The Process is executed consistenly within defined
Limits.
PA 4.1 Process Measurement
Established ’ PA 4.2 Process Control
A standard process is defined and used

Throughout the organization.

PA 3.1 Process Definition
’ PA 3.2 Process Deployment Managed
The process is managed and results are specifield,
Controlled and maintained.

PA 2.1 Process Management
' PA 2.2 Work Product Management Kecormed s . .
The process is performed and achieves its purpose.

Incomplete

The process is not implemented or fails to achieve its
’ PA 1.1 Process Performance

purposes.

This figure is reproduce from ISO/IEC 15504-2, with the permission of ISO/IEC at www.iso.org.Copyright remains with ISO/IEC.

Figure 1. ISO/IEC 15504

An explanation of the ISO/IEC 15504 capability level according to ISACA [5] [9] [13] can be seen
in the following Table 1.

Table 1. Maturity Level

Maturity Level Explanation

Level 0 (Incomplete) At this level, the process failed
to achieve its objectives or not be
implemented.

Level 1 (Performed) At this level, the process has been
implemented and achieved the goal.

Level 2 (Managed) Processes at this level must be managed in the
form of planning, implementation and
monitoring and the results of these processes
must be properly controlled.

Level 3 (Established) At this level it has been well standardized and
then implemented using a defined process to
achieve the desired result

Level 4 (Predictable) At this level, you already have a consistent
limit to achieve the expectations of the process
in question.

Level 5 (Optimizing)  Processes at this level have been significantly
improved sustainable to meet current and
future business goals.

3. Methodology
This information technology governance research uses qualitative methods. The collection of data
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obtained by the maturity level questionnaire method refers to the COBIT 5 guideline. The number of
respondents is 1 person from the owner of UMKM Kasasiur Banjar. The outputexpectedare the
identification of the position of IT processes in the Kasasiur Banjar UMKM group, analysis of the
level of gap between the current IT condition (as is) and the IT condition that is the target (tobe), as
well as recommendations to achieve the expected IT conditions. The type of approach used is a case
study. Case studies are a method for understanding individuals in an integrative and comprehensive
way to gain an understanding of individuals and the problems they face. The purpose of this case study
is to obtain a solution to the problem and obtain a good self-development.

In this study about the analysis and evaluation of the maturity level of information technology
governance using COBIT 5 in UMKM Kasasiur Banjar which focuses on several domains, including
the EDM3 domain about ensuring risk optimization, EDM4 about ensuring resource optimization,
APO7 domain about managing human resources, DSS 3 on managing problems, DSS6 on managing
and controlling business processes and MEA1 domain on monitoring, evaluating, and assessing

performance and conformity.

Observations

l

Evaluate with COBIT5

| Survey I—I Interview |—| Study |

Current Rate Expected

of Maturity | Level of

Analysis Maturity
Gaps Analysis

[

Recommendation

Figure 2. Research Flow

The assessment model that will be used to determine the value of the current maturity level of
information system governance on UMKM Kasasiur Banjar based on the model ISO/IEC 15504. The
flow of research that will be carried out during this research is as follows:

1. The initial or preliminary stage is the stage where the team conducts initial observations and
examines the problems that occur, then evaluates the domain selection in the COBIT 5
framework related to the problems that occur in Kasasiur Banjar SMEs.

2. The second stage is the data collection stage. This stage is after lowering the COBIT 5
domain into a questionnaire item. Furthermore, conducting a survey using a questionnaire
that has been made is shown to stakeholders as respondents so that questions or
questionnaire statements can be answered correctly.

3. The third stage is data analysis techniques carried out in 3 ways before formulating
recommendations for improvement, the current maturity analysis is obtained from the results
of data collection carried out. The expected maturity analysis is obtained by interviewing the
organizational leaders. Furthermore, the gap analysis is obtained by comparing the level
between the expected maturity level with the current maturity level. The results of this
comparison must be minimized by the organization within a certain period of time by
implementing the recommendations for improvement given.
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4. Finding and Discussion
4.1. Identifying COBIT 5

At this stage, the COBIT 5 (Process) domain related to information technology governance issues in

Kasasiur Banjar SMEs include:

Table 2. Description of COBIT 5. Process

No Process Domain

Process Description

Evaluate,Direct, and Monitor 3 (EDM 3)  Ensure risk optimization

Evaluate, Direct, and Monitor 4 (EDM 4)  Ensure resource optimization

Align, Plan, and Organize7 (APO 7) Managing human resources

Delivery, Service, and Support 3 (DSS 3)  Managing problems

Delivery, Service, and Support 6 (DSS 6)

Manage and control business processes

N B[N~

Monitor, Evaluate, and Assess 1 (MEA 1)  Monitor, evaluate, and assess

performance and conformity

4.2. Identification of COBIT 5

Table 3 shows the activity of the COBIT 5 (Domain Process).

Table 3. Domain COBIT 5. Process Activities

IT Process  Process Activity

Activity Description

EDMO03.01 o Evaluating risk management
EDM3 EDMO03.02 Direct risk management
EDMO03.03 e Monitor risk management
EDMO04.01 e Evaluating management resources
EDM4 EDMO04.02 ¢ Directing Management resources
EDMO04.03 e Monitor management resources
APO 7 APO07.01 e Maintain a good staff structure
APO07.02 o Identify information technology personnel
APOO07.03 e Maintain the ability and competence of
personnel
APO07.04 e Evaluating employee performance
APOO07.05 e Plans and flows for the use of information
technology and business in human resources
DSS03.01 o Identify and classifying problems
DSS03.02 o Investigate and diagnose problems
DSS 3 DSS03.03 e Discuss related issues
DSS03.04 e Solve the problem
DSS03.05 e Perform proactive problem management
DSS06.01 e Align control activities in business processes
with company goals.
DSS06.02 e Information processing control.
DSS 6 DSS06.03 e Manage roles, responsibilities, access rights and
levels of authority.
DSS06.04 e Manage errors and exceptions.
DSS06.05 e Ensure the flow of information and
accountability.
DSS06.06 e Information security assets
MEA1 MEAO01.01 o Establish a monitoring approach.
MEAO01.02 e Manage performance and target suitability.

99



Adinda Rasati, Rismawati, Siti Gadis Hardianti.
Information Technology Governance of UMKM in Kasasiur Banjar.
International Journal of Education, Science, Technology and Engineering, vol. 4, no. 2, pp. 95-104, December 2021. DOI: 10.36079/lamintang.ijeste-0402.320

4.3. Maturity Level Analysis

At this stage the authors evaluate the assessment of each activity based on the results of the
questionnaire. Then the writer looks for the average value of each domain to get the current maturity
level (as-is). The assessment of the maturity level of each process refers to the ISO/IEC 15504 model
with Eq. 1.

Total Value
Maturity Level =

Number of Questions

(1)

Table 4. Results of Calculation of Maturity Level Domain EDM 3

No Statement Alternative Answer
C 1 23 4 B
1 Risk thresholds are identified and communicated and [
IT related keys are identified.
2 The company manages critical enterprise IT risks C
efficiently
3 The company's IT-related risks do not exceed the risk [

appetite and the impact of IT risks on company value
is identified and managed.

Total Value of Each Domain 1
Number of Questions 3
Maturity Level 0.33

In table 5, with Domain EDM 4 obtained 1+1+1+1+1+1+1+14+2 with a total = 10. From the
number of each domain, it will be divided by the number of questions of 9. 10/9 = 1.11 so that the
maturity level in the EDM 4 domain is at level 1 or Performed.

Table 5. Calculation Results of EDM Domain Maturity Level 4

No Statement Alternative Answer
C 1z Z 4 £
1 Carry out evaluation activities for supporting C
equipment management
2 Carry out program management evaluation activities [
3 Carry out evaluation activities for officers who [
manage
4 Carry out directive activities for the management of [
supporting equipment
5 Carry out program management briefing activities [
6 Carry out directive activities for managing officers [
7 Carry out activities to monitor the management of [
supporting equipment
8 Carry out activities to monitor program management [
9 Carry out activities to monitor employees who [
manage
Total Value of Each Domain 10
Number of Questions 9

Maturity Level 1.11
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Calculation of the average value of each domain to get the maturity level is obtained by adding
alternative answers for each statement in each domain. For example in table 4, with Domain EDM 3
obtained 1 + 0 + 0 with a total = 1. From the sum of each of these domains, it will be divided by the
number of questions as much as 3. 1/3 = 0.33 so that the maturity level in the EDM 3 domain is
obtained at level 0 or Incomplete.

4.4. Questionnaire Results

The results from the average of all process domains are then rounded to determine the level of
maturity level that is in accordance with the ISO/IEC 15504 assessment as shown in the following
Table 6.

Table 6. Average of Questionnaire Analysis

Proce§s Process Description ~ Average Level Condition
Domain
Ensure risk
EDM 3  optimization 0.33 0 Incomplete
Ensure resource
EDM 4  optimization 1.11 1 Performed
Managing human
APO 7 resources 1.33 1 Performed
DSS 3 Managing Problems 1.33 1 Performed
Manage and control
DSS 6  business process 1.2 1 Performed
Monitor, evaluate, and
MEA | 2ssess pgrformance and 2 2 Managed
conformity
Average 1.21 1 Performed

4.5. Gap Level Analysis

Based on the results of the questionnaire calculations conducted at the UMKM Kasasiur Banjar, the
results obtained were not as expected. Furthermore, a gap level analysis is carried out to compare the
current maturity level with the expected maturity level. The result of the comparison will get the
distance (gap). The following are the results of the analysis of the level of inequality in UMKM
Kasasiur Banjar:

Table 7. Calculation of Gap Level

Process

. Kematmoment's  Expected GAP
Domain
EDM 3 0.33 5 5-0.33=4.67
EDM 4 1.11 5 5-1.11=3.89
APO 7 1.33 5 5-1.33=3.67
DSS 3 1.33 5 5-1.33=3.67
DSS 6 1.2 5 5-12=38
MEA 1 2 5 5-2=3
Average 3.78

The comparison of the current maturity level and the expected maturity level can be seen in the
following Figure 3.
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D Current Rate of Maturity Analysis
Figure 3. Comparison of Maturity Levels

4.6. Findings and Recommendations for Improvement

From the results of the evaluation and analysis related to the six domain processes in COBIT 5, none
of them has reached the level expected by Kasasiur Banjar SMEs. This is evidenced by the level of
gaps that must be addressed by providing recommendations for improvement in accordance with the
expected maturity level (to-be) by the company. The following are recommendations put forward to
achieve the expected maturity level:

1.

EDM 3 is about ensuring risk optimization and APO 7 is about managing human resources. In
the EDM 3 and APO 7 domains, it is related to the problem of input errors made by the admin.
The current level of maturity in the EDM 3 domain is level 0 (Incomplete) and APO 7 is level
1 (Performed). To avoid this error from repeating itself, there is a need for recommendations
for improvement, namely directing and intense training by IT technicians to all admins,
especially when there is an update in the Kasasiur Banjar UMKM system. So the risk of error
can be minimized. In addition, the company conducts periodic assessments related to the
performance of company employees.

EDM 4 on resource optimization In EDM 4 domain regarding stock difference textile
materials, the current maturity level is at level 1 (Performed). The difference in the stock of
textile materials is indeed a serious problem in this company because it is related to optimizing
the company's resources. Therefore, to correct errors as expected by the company, we propose
a recommendation in the form of making a stock issuance card for fabrics or textile materials.
to anticipate the problem of the difference in the stock of textile materials to detect every item
that comes out of the warehouse.

DSS 3 is about managing problems and DSS 6 is about managing and controlling business
processes.

In DSS 3 and DSS 6 related to shipping problems that occurred in UMKM Kasasiur Banjar.

From the results of the questionnaire evaluation both process domains were at level 1

(Performed). To overcome these problems, the authors provide recommendations, among

others:

a) Every time you place an order for goods, the sales person provides an order note that
must be approved by both parties.

b) Documents for shipping goods must be recorded daily. If an error occurs in the delivery
of the warehouse, there is no need to open the stack of delivery notes.

c¢) Create a system that is connected to the sales admin. Where the sales to input orders
through the system.

MEA 1 on monitoring, evaluation, and assessment of performance and conformity

In the MEA 1 process domain related to problems in the stock of fabrics or textile materials

which are often empty for shipping goods, they are at level 2 (Managed). To overcome this
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problem, we propose the following recommendations:

a) Empty stock checks are carried out every 3 days to prevent shortages of fabric or textile
materials during shipping.

b) Orders for fabrics or textile materials are carried out every 2-3 days to prevent long
shipping delays.

c¢) For goods with the type of fabric or textile materials that are difficult or empty,
employees try to buy cloth outside the office to maintain good service.

5. Conclusion
After evaluating information technology governance using COBIT 5 in UMKM Kasasiur Banjar in the
EDM 3 domain about ensuring risk optimization, EDM 4 about ensuring resource optimization, APO
7 domain about managing human resources, DSS 3 about managing problems, DSS 6 about managing
and control business processes and MEA 1 domains regarding monitoring, evaluation, and assessment
of performance and conformance. The current maturity level (as-is) with an average of 1.21 which is
at level 1 (Performed) with an average gap (gap) of 3.78. The expected maturity level (to-be) is at
level 5 (Optimizing). Based on the results of the analysis and evaluation that have been carried out
during the study, it can be concluded as follows:
1. The implementation of information technology governance in information systems at Kasasiur
UMKM uses COBIT 5 in the EDM 3, EDM 4, APO 7, DSS 3, DSS 6, and MEA 1 domains.
2. The maturity level of information technology governance is at level 1 (Performed) with an
average of 1.21.

To increase the maturity level from level 1 (Performed) to level 5 (Optimizing), the
recommendations are as follows:
1. Guidance and training for all workers, especially when there is a renewal in the Kasasiur
Banjar UMKM system. So that the risk of error can be minimized.
2. The company conducts periodic assessments related to employee performance
3. Making cards for issuing stock of fabrics or textile materials. responsible for the use of the
stock card. To anticipate stock discrepancy problems.
4. Every time you place an order for goods, the sales person provides an order note that must be
approved by both parties.
5. Documents for shipping goods must be recorded daily. If an error occurs in the delivery of the
warehouse, there is no need to open the stack of delivery notes.
6. Create a system that is connected to the sales admin. Where the sales to input orders through
the system.
7. Empty stock checks are carried out every 3 days to prevent shortages of fabric or textile
materials during sales.
8. Ordering fabrics or textile materials is carried out every 2-3 days to prevent long delays in
shipping to consumers.
9. For goods with difficult or empty types of fabrics or materials, employees try to buy fabrics or
textile materials outside the office to maintain good service.

Based on the results of this study, suggestions that can be taken into account to improve corporate
governance are as follows:

1. Conduct evaluations, assessments and directions related to all activities in the company both in
the field of service and in the field of delivery of goods.

2. Conducting assessments and evaluations related to the use of the system in Kasasiur Banjar
SMEs.

3. Improve governance related to EDM 3, EDM 4, APO 7, DSS 3, DSS 6, and MEA 1 domains
in accordance with the recommendations.

4. For further research, it is expected to evaluate using a different domain in UMKM Kasasiur
Banja.
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