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Abstract: Cyber terrorism poses a significant threat to ASEAN’s digital
infrastructure, particularly as the region becomes increasingly reliant on
digital economies and interconnected systems. This paper examines the role
of hackers in cyber terrorism and evaluates ASEAN's efforts to address these
threats through the establishment of Computer Emergency Response Teams
(CERTs). While the effectiveness of CERT coordination is still evolving, the
initiative holds promise in enhancing regional responses to cyberattacks. Key
challenges, such as disparities in CERT capabilities among member states and
legal barriers to cross-border coordination, are highlighted. This paper also
explores potential solutions, including expanding CERT capabilities in less-
developed member states, fostering public-private partnerships to leverage
technical expertise, and increasing international cooperation with global
cybersecurity organizations. The findings suggest that while ASEAN’s CERT
initiative shows potential, further investment and collaboration are required to
ensure a robust and unified regional cybersecurity framework capable of
addressing the growing threat of cyber terrorism.
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1. Introduction

Cyber terrorism has emerged as a significant threat in the modern world, with hackers playing a
pivotal role in executing these attacks. Hackers—often operating individually or as part of organized
groups—use sophisticated techniques to infiltrate and disrupt critical infrastructures, governmental
systems, and corporate networks [1]. Cyber terrorism goes beyond mere data theft; it seeks to cause
widespread disruption, economic instability, and even physical harm through the digital domain [2]-
[5]. In the context of Southeast Asia, the rapid growth of the digital economy has exposed ASEAN
countries to increased risks of cyber terrorism [6]. Hackers target vulnerabilities in digital systems to
achieve political, ideological, or financial goals, making cyber terrorism an escalating threat in the
region.

Over the past decade, ASEAN has experienced significant digital transformation. With the rise of
e-commerce, digital banking, and smart city initiatives, the region’s reliance on digital infrastructure
has grown exponentially [7]. This digital growth has been further accelerated by the COVID-19
pandemic, as governments, businesses, and individuals have moved more operations online [8] [9].
While this shift has unlocked economic opportunities, it has also created new vulnerabilities. Hackers
have more entry points to exploit, and the increased interconnectedness of ASEAN’s digital
ecosystem means that cyberattacks can have far-reaching consequences [10]. Critical Information
Infrastructures (ClIs) such as power grids, healthcare systems, and financial networks are particularly
vulnerable to cyber terrorism, highlighting the urgent need for a coordinated regional approach to
cybersecurity [11].

In response to the growing threats posed by hackers and cyber terrorism, ASEAN has developed
the ASEAN Cybersecurity Cooperation Strategy [12]. This strategy aims to create a secure, resilient,
and trustworthy digital environment that underpins the region’s digital ambitions. A central
component of this strategy is the cooperation between ASEAN member states to build a collective
cybersecurity framework. By focusing on regional collaboration, information sharing, and capacity
building, the strategy seeks to mitigate the risks posed by cyber terrorism. The establishment of
coordinated responses through platforms such as Computer Emergency Response Teams (CERTS) is
critical to detecting, preventing, and responding to cyberattacks that transcend national borders [12].

The aim of this paper is to explore how ASEAN is addressing the threat of hackers and cyber
terrorism through the ASEAN Cybersecurity Cooperation Strategy, with a particular focus on CERT
coordination. This study will examine how CERTSs across the region collaborate to share intelligence,
respond to incidents, and strengthen ASEAN’s collective cyber defense. Through an analysis of
current initiatives and case studies, this paper will assess the effectiveness of CERT coordination in
mitigating cyber terrorism in ASEAN and identify potential areas for improvement.

2. Literature Review

The increasing prevalence of cyber terrorism, particularly in the form of sophisticated hacking
operations targeting critical infrastructure, has become a global concern, with ASEAN member states
being no exception [2]. The rise of digital economies and smart infrastructure across the region has
made ASEAN more vulnerable to cyberattacks, leading to the development of regional strategies
aimed at mitigating these risks [6] [10]. Cyber terrorism covers a wide range of malicious activities,
including ransomware attacks, denial of service (DoS) attacks, data breaches, and hacking of critical
information infrastructure [13] [14]. While cyber terrorism has not yet reached the scale of
conventional terrorism, its potential to disrupt economies, cause physical damage, and affect national
security is significant. Incidents such as the WannaCry ransomware attack of 2017 and the Stuxnet
worm of 2010 have demonstrated the capability of cyberterrorists to disrupt critical infrastructure and
harm state interests [15] [16].

Southeast Asian countries are particularly vulnerable to cyberattacks due to the rapid digitalization
of their economies. ASEAN’s adoption of new technologies, including smart city initiatives and the
Internet of Things (IoT), has broadened the potential attack surface for cybercriminals [17] [18].
ASEAN’s increasing reliance on digital infrastructure and interconnectivity between national
economies makes the region highly susceptible to transnational cyber terrorism, particularly in areas
such as finance, healthcare, and energy [12]. Hackers continually refine their methods, exploiting the
weakest points in digital systems, especially in countries where cybersecurity measures are
underdeveloped.

ASEAN has recognized the need for a collective response to cybersecurity threats, particularly
those posed by cyber terrorists and hackers. The ASEAN Cybersecurity Cooperation Strategy
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provides a comprehensive framework for strengthening the region's cybersecurity posture through
regional collaboration, capacity building, and the establishment of shared standards [12]. This strategy
is particularly important for fostering a coordinated approach to cyber incident response and ensuring
the protection of critical information infrastructure (CII) [11]. However, challenges remain in
implementing uniform cybersecurity policies across member states due to varying levels of technical
expertise and legal frameworks.

Computer Emergency Response Teams (CERTS) play a critical role in mitigating cyber terrorism
by coordinating responses to cyberattacks, facilitating information sharing, and improving overall
cyber resilience [19]-[21]. CERTs are responsible for identifying and addressing cybersecurity
incidents, as well as preventing further damage by rapidly disseminating information about emerging
threats [12] [19]-[21]. The establishment of national CERTS is crucial for strengthening a country’s
ability to respond to cyberattacks, particularly when such attacks are aimed at critical infrastructure.

ASEAN’s move towards greater CERT coordination is in line with global best practices in
cybersecurity. Cross-border CERT cooperation is essential for addressing transnational cyber threats,
as cyber terrorists often exploit the lack of coordination between countries to launch attacks [19] [20]
[21]. The ASEAN-Singapore Cybersecurity Centre of Excellence (ASCCE) and the ASEAN-Japan
Cybersecurity Capacity Building Centre (AJCCBC) are key initiatives designed to foster greater
coordination among ASEAN member states and develop the necessary skills to combat cyber
terrorism [22] [23]. However, challenges remain in fully integrating CERT capabilities across
ASEAN due to differences in national cybersecurity infrastructure and capabilities.

Regional cybersecurity drills and joint exercises are also important tools for enhancing CERT
coordination. For instance, the ASEAN Cybersecurity Drill has provided a platform for member states
to simulate real-time responses to cyberattacks, allowing CERT teams to test their readiness and
improve coordination [12]. However, these initiatives are often limited in scope and participation,
with less-developed member states lagging behind in their ability to fully engage in such exercises.

Despite progress in CERT coordination and regional cybersecurity frameworks, significant gaps
remain in ASEAN’s cybersecurity landscape. One of the most pressing challenges is the disparity in
cybersecurity readiness among member states. Countries like Singapore and Malaysia have made
significant investments in cybersecurity infrastructure and CERT capabilities, while others, such as
Cambodia and Laos, continue to face resource constraints and technical limitations [24] [25]. This
uneven development creates challenges for regional coordination, particularly in responding to large-
scale cyberattacks that require a collective response.

Another challenge is the lack of a standardized legal and regulatory framework across ASEAN.
Differences in data protection laws and cybersecurity regulations hinder effective cross-border
coordination, particularly in the sharing of sensitive information during cyber incidents [12]. This
issue is further compounded by the lack of harmonized technical standards, which can slow down the
response to cyberattacks and limit the effectiveness of CERT coordination [12] [20] [21]. Addressing
these gaps will require greater investment in capacity building and legal reform to ensure that all
ASEAN member states can participate equally in the region’s cybersecurity efforts.

International cooperation plays a pivotal role in ASEAN’s cybersecurity efforts, particularly in
areas such as capacity building, information sharing, and the development of CERTs [12] [19] [20]
[21]. ASEAN’s collaboration with external partners like Japan, the United States, and the European
Union has been instrumental in advancing the region’s cybersecurity capabilities. The ASEAN-Japan
collaboration, in particular, has provided significant technical assistance and training to improve the
cybersecurity infrastructure of less-developed member states [22]. These partnerships are crucial for
building the technical expertise and resources necessary to counter cyber terrorism, which often
requires highly specialized knowledge and equipment.

However, reliance on international partners also presents challenges. ASEAN’s cybersecurity
strategy must balance external assistance with the development of homegrown expertise to avoid
over-dependence on foreign support. Additionally, there is a need for ASEAN to assert its autonomy
in setting regional cybersecurity standards that reflect its unique geopolitical context and economic
priorities.

The literature highlights both the progress and challenges in ASEAN’s efforts to combat cyber
terrorism through improved cybersecurity measures and CERT coordination. While the ASEAN
Cybersecurity Cooperation Strategy provides a solid framework for regional cooperation, significant
gaps remain in terms of the uneven development of CERT capabilities and the lack of harmonized
legal and regulatory frameworks. Moving forward, ASEAN’s success in addressing cyber terrorism
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will depend on its ability to strengthen CERT coordination, foster greater regional collaboration, and
develop the technical expertise necessary to defend against increasingly sophisticated cyber threats.

3. Methodology

The methodology for this paper will focus on examining the ASEAN Cybersecurity Cooperation
Strategy with particular attention to the coordination between Computer Emergency Response Teams
(CERTSs) across member states. The ASEAN Cybersecurity Cooperation Strategy provides a
framework for ensuring a secure and resilient digital environment within the region, with CERT
coordination being a critical component. This coordination allows for the sharing of information,
collective response to cyber incidents, and capacity building to address the growing threat of cyber
terrorism, particularly hacker-driven attacks targeting key infrastructures and economies.

The research for this paper is grounded in a review of existing literature and reports on ASEAN’s
cybersecurity efforts. The primary sources of data include official ASEAN cybersecurity reports, such
as the ASEAN Cybersecurity Cooperation Strategy 2021-2025, updates on CERT collaboration, and
related documents from ASEAN’s regional cybersecurity initiatives. These materials will be analyzed
to gain insights into the practical implementation of CERT coordination and its effectiveness in
countering cyber terrorism. In addition, specific case studies of cyberattacks in ASEAN countries will
be examined to illustrate the types of hacker-driven cyber terrorism that have impacted the region.
These case studies will provide context to the threats posed by hackers and demonstrate how CERTs
have responded to such incidents.

The analytical framework for this study will emphasize CERT coordination as a central theme in
the region’s fight against cyber terrorism. By focusing on the collective incident response mechanisms
and the information-sharing protocols established between ASEAN member states, this paper will
analyze how well CERT coordination mitigates cyber threats. The study will also explore the
processes through which ASEAN countries collaborate to respond to cyber incidents and the ways in
which regional coordination is strengthened through timely information exchanges and joint incident
response efforts. Literature on cybersecurity coordination and related studies will be referenced to
provide a theoretical foundation for understanding the effectiveness of CERTs in enhancing
ASEAN’s cyber resilience against hackers and other cyberterrorist actors.

4. Finding and Discussion

4.1. Finding

1) Case Studies of Cyber Terrorism in ASEAN

Cyber terrorism has emerged as a serious threat to ASEAN’s digital infrastructure, with several high-
profile cyberattacks targeting critical sectors. In 2015, the Philippines experienced one of the largest
data breaches in its history when hackers infiltrated the Commission on Elections (COMELEC)
system, exposing sensitive data of over 55 million voters [26]. This attack not only compromised
personal information but also raised concerns about the integrity of the electoral system, marking a
significant cybersecurity breach in Southeast Asia. Similarly, the 2017 WannaCry ransomware attack
affected numerous institutions across ASEAN, including hospitals in Indonesia and businesses in
Vietnam [16]. The attack, which encrypted crucial files and demanded ransom payments in Bitcoin,
disrupted healthcare services and financial systems across the region. Such incidents illustrate the
vulnerabilities in ASEAN’s digital infrastructure, where hackers exploit weaknesses in critical
systems, leading to widespread disruption and economic damage.

The 2018 SingHealth data breach in Singapore further exemplifies the sophistication of
cyberattacks targeting ASEAN's critical infrastructure. Hackers accessed Singapore’s largest
healthcare group, compromising the personal data of 1.5 million patients, including sensitive
information about Singapore's Prime Minister [27]. The breach not only threatened data security but
also posed national security risks, showcasing the potential consequences of cyberattacks on critical
information infrastructure (CII) [11]. These real-world incidents highlight the recurring nature of
cyberattacks in the region and emphasize the urgent need for a more coordinated response
mechanism, such as the establishment of stronger CERT (Computer Emergency Response Team)
coordination across ASEAN, to prevent and mitigate future threats [12].

2) Potential Impact of CERT Coordination

The growing prevalence of cyberattacks in ASEAN, as seen in cases such as the WannaCry
ransomware attack and the SingHealth breach, underscores the need for improved incident response

23



Brice Tseen Fu Lee, Kotchaphop Kornphetcharat, Juan Pablo Sims, Dinh Linh Dieu, Bettani Salman Ali.
ASEAN Cybersecurity Cooperation Strategy: Combating Cyber Terrorism and Hackers Through CERT Coordination.
International Journal of Law and Public Policy, vol. 7, no. 1, pp. 20-30, March 2025. DOI: 10.36079/lamintang.ijlapp-0701.788

[27]. A coordinated approach through CERTs offers the potential for faster and more efficient
responses to cyber threats. By establishing and enhancing CERT cooperation across member states,
ASEAN can ensure that incident responses are swift and effective, minimizing the impact of
cyberattacks on critical infrastructure. For example, had a more robust CERT coordination
mechanism been in place during these incidents, it is likely that the damage could have been
contained more rapidly, reducing disruption to key sectors such as healthcare and finance.
Strengthening CERT capabilities offers ASEAN a vital opportunity to enhance its ability to respond
to cyber terrorism [20] [21] [23].

The importance of timely information sharing among ASEAN member states is further
emphasized by these incidents. The cross-border nature of cyber terrorism requires rapid sharing of
threat intelligence, a function that could be greatly enhanced through CERT coordination. During the
WannaCry ransomware attack, for instance, if ASEAN CERTs had a more formalized information-
sharing system, regional healthcare and financial institutions could have been better prepared to
defend against the attack [16] [21]. Similarly, the SingHealth breach demonstrates the potential for
CERTs to share lessons learned and preventive strategies to prevent similar breaches in other
countries. The establishment of a CERT framework across ASEAN would strengthen the region's
capacity to share real-time intelligence and bolster regional cybersecurity defenses.

CERT coordination also holds promise for enhancing ASEAN’s cybersecurity capacity-building
initiatives. The ongoing development of institutions like the ASEAN-Singapore Cybersecurity Centre
of Excellence (ASCCE) and the ASEAN-Japan Cybersecurity Capacity Building Centre (AJCCBC)
represents positive steps, but these efforts could be significantly bolstered by integrating CERT
cooperation [22] [23] [25]. Through joint cybersecurity drills, training programs, and knowledge
exchange among member states, ASEAN can ensure that all countries, including those with more
advanced cybersecurity capabilities such as Singapore, can assist less-developed nations like Laos and
Cambodia in improving their CERT readiness. In this way, strengthening CERT capabilities across
ASEAN not only prepares the region for future cyberattacks but also supports the development of a
more resilient and secure digital economy.

3) Challenges in CERT Coordination

Cross-border coordination poses a significant challenge in ASEAN’s cybersecurity efforts. The
sharing of sensitive information, such as the data involved in the SingHealth breach, is often hindered
by differences in national legal frameworks and data protection regulations. These legal disparities
can impede swift and seamless coordination across borders during critical cyber incidents. To address
this, a unified CERT framework would need to navigate and harmonize these regulatory differences,
enabling more efficient information sharing during emergencies. Additionally, variations in technical
expertise and resources across ASEAN member states may create bottlenecks in implementing
coordinated responses to cyberattacks, further complicating CERT cooperation. Overcoming these

challenges is key to fully realizing the potential of CERT coordination in combating cyber terrorism
across ASEAN.

4.2. Discussion
1) Effectiveness of CERT Coordination
The role of CERTs in responding to cyberattacks has been essential in mitigating the growing threats
posed by hackers, particularly in the context of cross-border cyber terrorism. Although ASEAN’s
CERT framework is still evolving, the regional coordination mechanisms have shown potential in
improving the speed and efficiency of incident responses. For instance, the 2017 WannaCry
ransomware attack demonstrated the problem of not having early coordination between CERTSs in
several ASEAN member states. While the ransomware severely impacted healthcare systems and
businesses across the region, with the potential establishment of CERTSs it would be able to share
threat intelligence rapidly, minimizing the overall damage and preventing the spread of the attack.
Similarly, in the aftermath of the 2018 SingHealth data breach, if ASEAN CERTs collaborated to
analyze the tactics, techniques, and procedures used in the attack, it would allow other nations to
bolster their defenses against similar threats. This cooperation could potentially mitigate the risk of
further large-scale attacks targeting healthcare systems and critical infrastructure in the region.
However, while these examples illustrate the growing success of CERT coordination in responding to
cyber threats, there is still significant room for improvement, particularly in harmonizing CERT
capabilities across member states.
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2) Key Takeaways from the Case Studies

The major cyberattacks in ASEAN—such as the WannaCry ransomware incident and the SingHealth
data breach—have underscored several key lessons that are critical for shaping future CERT
coordination [16] [27]. First and foremost, the importance of information sharing cannot be
overstated. One of the most significant barriers to an effective response to cyber terrorism is the lack
of real-time intelligence sharing across borders. In both the WannaCry and SingHealth cases, timely
dissemination of information was key to containing the damage. However, these incidents also
highlighted weaknesses in some countries' ability to quickly respond due to gaps in their CERT
capabilities.

Regional collaboration is another crucial factor. ASEAN’s success in mitigating these cyberattacks
was largely dependent on coordinated efforts between member states. Countries with more advanced
CERT capabilities, such as Singapore and Malaysia, played an instrumental role in leading the
regional response. However, it became evident that countries with less-developed cybersecurity
infrastructures struggled to participate in these coordinated responses as effectively. This disparity
points to a need for a more balanced approach in which CERTSs across the region are provided with
the resources and training necessary to operate at comparable levels.

Another takeaway is the need for CERT coordination to extend beyond national borders and
involve other sectors. The SingHealth breach highlighted the interconnectedness of critical
information infrastructure across sectors—compromising healthcare data in one country could
potentially lead to vulnerabilities in other sectors, such as finance and energy. Thus, CERT
coordination must not only focus on responding to threats but also include proactive measures, such
as joint regional cybersecurity drills and consistent threat monitoring, to build resilience across
various industries.

3) Addressing Ongoing Challenges

Despite the successes in CERT coordination, several challenges persist in effectively addressing
hacker-driven cyber terrorism in ASEAN. One of the primary issues is the uneven development of
CERT capabilities across the region. While countries like Singapore, Thailand, Vietnam, Indonesia
and Malaysia have established robust CERTs capable of responding to sophisticated cyberattacks,
other nations such as Laos and Cambodia are still in the early stages of developing their cybersecurity
infrastructures. This disparity weakens the overall effectiveness of regional CERT coordination, as
nations with limited capabilities may not be able to contribute fully to joint efforts. To address this,
ASEAN must prioritize investments in capacity building, ensuring that all member states are equipped
with the necessary resources and expertise to participate meaningfully in regional CERT operations.

Cross-border coordination is another significant challenge. The complexity of aligning legal
frameworks, data protection laws, and technical standards across ASEAN member states hinders the
rapid exchange of information during cyber incidents. For instance, data privacy regulations vary
widely across the region, making it difficult for CERTSs to share sensitive information without facing
legal obstacles. Harmonizing these regulations to allow for smoother cross-border cooperation is
essential for improving the timeliness and effectiveness of incident responses. ASEAN must work
towards creating a unified legal and regulatory framework for cybersecurity that facilitates faster
collaboration and more seamless coordination between national CERTs.

Additionally, the lack of uniform technical standards across ASEAN complicates CERT
coordination. Differences in how each member state approaches cybersecurity at a technical level can
result in inefficiencies during a coordinated response. ASEAN should consider adopting standardized
protocols and frameworks for cybersecurity incident management to streamline cooperation and
ensure that all CERTs are operating with a consistent approach to incident handling, data sharing, and
threat mitigation.

4.3. Future Recommendations

1) Expanding CERT Capabilities

One of the most pressing priorities for ASEAN is the need to significantly expand CERT capabilities,
particularly in member states with less-developed cybersecurity infrastructures. Countries like Laos,
Cambodia, and Myanmar have made strides in their digital transformation efforts but remain
vulnerable to cyberattacks due to underdeveloped CERTs and limited technical capacity. ASEAN
must address these vulnerabilities by providing more targeted and strategic support to these nations,
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ensuring that they can build robust CERT frameworks capable of responding effectively to cyber
threats.

To achieve this, ASEAN should prioritize the development of regional cybersecurity training
programs specifically tailored to the needs of these less-developed countries. These programs could
involve hands-on workshops and training sessions led by experts from member states with advanced
cybersecurity infrastructures, such as Singapore and Malaysia. By sharing knowledge and best
practices, ASEAN can ensure that all member states benefit from the lessons learned by countries that
have already faced and mitigated sophisticated cyberattacks. These initiatives should not be limited to
theory but should include practical drills and simulations that allow these countries to practice real-
time responses to cyberattacks, preparing them for real-world threats.

In addition to training, ASEAN should facilitate greater access to technical resources, including
cybersecurity tools and software that are often prohibitively expensive for less-developed nations.
This could involve regional funding initiatives or partnerships with international organizations that
offer grants or technology transfers. By leveling the playing field in terms of access to technology,
ASEAN can ensure that even the most resource-constrained member states have the necessary tools to
detect, analyze, and respond to cyberattacks. Furthermore, ASEAN should establish a platform for
ongoing collaboration and mentorship between CERTs in developed and less-developed member
states, fostering an environment of continuous learning and improvement.

Moreover, creating standardized operating procedures and technical frameworks across ASEAN
will also be crucial to expanding CERT capabilities. By adopting a consistent approach to cyber
incident management, all member states will be better equipped to collaborate and respond quickly
during cross-border incidents. This could include standardizing response protocols, communication
strategies, and threat assessment methods to ensure a uniform approach to cybersecurity across the
region. As CERT capabilities grow, ASEAN will be better positioned to handle cyber terrorism as a
unified and coordinated regional entity, reducing the overall vulnerability of the region.

2) Public-Private Partnerships

The private sector plays an increasingly vital role in cybersecurity, as many of the most sophisticated
cyber threats originate from rapidly evolving technologies and methods that governments often
struggle to keep up with. ASEAN’s CERT framework can be greatly enhanced by leveraging the
technical expertise and resources available within the private sector. Many private technology
companies are at the forefront of detecting emerging cyber threats, and their involvement in ASEAN’s
CERT coordination could significantly improve the region’s ability to respond to cyberattacks.

To strengthen public-private partnerships, ASEAN should encourage collaboration with major
technology firms like Microsoft, Google, and IBM, as well as regional cybersecurity companies with
specialized knowledge of local and regional threats [28] [29] [30]. These companies often have access
to cutting-edge threat intelligence that can be shared with CERTSs to enhance their understanding of
emerging threats and their ability to respond proactively. For example, collaboration with these firms
could involve providing national CERTs with access to proprietary threat detection software,
advanced malware analysis tools, and cybersecurity research. By pooling resources with the private
sector, ASEAN’s CERTs can gain access to the latest technologies and insights, which will help them
to stay ahead of the rapidly evolving tactics used by cyber terrorists.

In addition, ASEAN can foster public-private partnerships by engaging cybersecurity startups and
local tech companies in capacity-building efforts. These companies often have innovative solutions
that can be tailored to the specific needs of ASEAN member states. For instance, localized
cybersecurity solutions can be designed to address the unique challenges faced by ASEAN nations,
such as language barriers, regional regulatory frameworks, and specific threat landscapes. Engaging
with smaller, specialized tech firms can lead to the development of bespoke cybersecurity tools and
services that cater directly to the needs of CERTs in the region.

Public-private partnerships can also play a crucial role in fostering cybersecurity innovation within
ASEAN. ASEAN governments can incentivize private companies to invest in research and
development by offering tax breaks, grants, or collaborative opportunities with national CERTs. This
could lead to the creation of new technologies and techniques that further enhance ASEAN’s
cybersecurity posture. Moreover, establishing forums or roundtables where government officials,
CERT representatives, and private sector experts can regularly meet to discuss emerging threats and
share best practices could create an ecosystem of ongoing cooperation that strengthens ASEAN’s
overall resilience to cyber terrorism.
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3) Stronger International Cooperation

Finally, ASEAN must place greater emphasis on fostering international cooperation to strengthen its
regional cybersecurity framework. Cyber terrorism is a global threat, and ASEAN’s ability to defend
against it will depend heavily on its integration with international cybersecurity efforts. By engaging
more actively with global organizations such as the United Nations Group of Governmental Experts
(UNGGE) on Information Security, the International Telecommunication Union (ITU), and the
Global Forum on Cyber Expertise (GFCE), ASEAN can access a wealth of expertise, resources, and
strategic guidance that will help it enhance its CERT coordination and overall cybersecurity posture
[31][32].

These global bodies can provide ASEAN with valuable insights into best practices for incident
response, threat intelligence sharing, and the development of legal frameworks for cybersecurity. For
instance, UNGGE has been a key player in defining responsible state behavior in cyberspace and
establishing norms that can guide ASEAN in formulating its regional cybersecurity strategies.
Similarly, the ITU’s initiatives on cybersecurity capacity building can offer ASEAN technical
assistance and training programs that support the development of CERTS in less-developed member
states.

In addition to global organizations, ASEAN should explore stronger partnerships with other
regional organizations, such as the European Union (EU) and NATO, which have well-established
CERT frameworks and advanced cybersecurity strategies. For example, the EU’s cybersecurity
agency, ENISA, offers a wealth of experience in coordinating cross-border cybersecurity efforts
across multiple jurisdictions, and ASEAN could benefit from studying its approach to fostering
cooperation between member states [33] [34]. NATO, with its focus on cyber defense as a critical
element of national security, can provide strategic insights into how CERTSs can be integrated into
broader national defense strategies, ensuring that cybersecurity is treated as a central component of
regional security.

Beyond formal partnerships, ASEAN should also participate more actively in international
cybersecurity exercises and simulations, such as those organized by the ITU or NATO’s Cooperative
Cyber Defence Centre of Excellence (CCDCOE). These exercises provide an opportunity for ASEAN
member states to test their CERTSs' readiness, identify weaknesses, and learn from the experiences of
other nations. By participating in these exercises, ASEAN can ensure that its CERTs remain adaptive
to the latest cyber terrorism threats and aligned with global standards of cybersecurity.

Ultimately, stronger international cooperation will allow ASEAN to stay ahead of evolving cyber
threats. As cyber terrorism becomes increasingly sophisticated and transnational in nature, ASEAN
must ensure that its cybersecurity efforts are aligned with global best practices and supported by
international partners. Through deeper engagement with the global cybersecurity community, ASEAN
can ensure that its CERT framework continues to evolve and is equipped to handle the challenges of
an increasingly digital and interconnected world.

4.4. Overall Analysis

While CERT coordination has shown effectiveness in mitigating cyber terrorism across ASEAN,
particularly in the wake of high-profile incidents such as the WannaCry ransomware attack and the
SingHealth data breach, there are still significant challenges to overcome. The disparity in CERT
capabilities, coupled with cross-border legal and technical obstacles, poses substantial barriers to full
regional cooperation. Moving forward, ASEAN must prioritize capacity building, harmonize
regulations, and foster stronger collaboration between the public and private sectors to create a more
resilient cybersecurity framework and follow similar frameworks from BRICS or other organizations
[35]-40]. By expanding CERT capabilities and engaging more with international cybersecurity
initiatives, ASEAN will be better equipped to counter the growing threat of hacker-driven cyber
terrorism and protect its critical infrastructure from future attacks.

5. Conclusion

This study highlights the growing threat of hacker-driven cyber terrorism in ASEAN and underscores
the vulnerabilities in the region's digital infrastructure. Cyberattacks such as the 2017 WannaCry
ransomware incident and the 2018 SingHealth data breach have exposed significant weaknesses in
critical sectors like healthcare, finance, and government operations, illustrating the urgent need for a
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coordinated regional approach to cybersecurity. As ASEAN continues to digitalize, the risk of cyber
terrorism only increases, making the development of robust cybersecurity mechanisms a top priority.

One of the key initiatives to address this threat is the establishment and coordination of Computer
Emergency Response Teams (CERTSs) across ASEAN. While it is still too early to determine the full
success of ASEAN's CERT framework, the initiative holds significant potential. CERT coordination
has demonstrated the ability to facilitate faster responses to cyber incidents and allows for more
efficient information sharing between member states. This potential is crucial for mitigating the
impacts of cyber terrorism, as cross-border collaboration and intelligence sharing are essential to
staying ahead of increasingly sophisticated cyber threats.

The case studies of the WannaCry ransomware attack and the SingHealth breach have revealed
important lessons about the importance of regional collaboration and information sharing. While the
full impact of CERT coordination in these cases is difficult to measure, the initiative marks a step in
the right direction for ASEAN's collective cybersecurity efforts. These incidents emphasize the need
for a strong, coordinated response to cyber threats, particularly in light of the region's
interconnectedness and the transnational nature of cyberattacks. The continued development and
refinement of CERT coordination could prove to be a valuable tool in bolstering the region's
cybersecurity defenses.

Despite the promise of the CERT initiative, significant challenges remain. One of the most
pressing issues is the disparity in CERT capabilities across ASEAN member states. Countries such as
Singapore and Malaysia, which have more developed cybersecurity infrastructures, are better
positioned to respond to cyber threats than countries like Laos and Cambodia, where CERT
frameworks are still in the early stages of development. This unevenness limits the effectiveness of a
truly coordinated regional response to cyber terrorism. Addressing this gap will require targeted
investments in capacity building and technical support to ensure that all member states are equipped
to participate meaningfully in the CERT initiative.

Additionally, cross-border coordination remains a critical challenge. The legal, regulatory, and
technical differences between ASEAN member states complicate efforts to share information and
coordinate responses to cyber incidents. Data protection laws, for instance, vary widely across the
region, creating obstacles for CERTs to exchange sensitive information in a timely manner.
Harmonizing these frameworks is essential for improving the overall effectiveness of CERT
coordination and ensuring that ASEAN can respond to cyber threats as a unified region.

Looking forward, the future of ASEAN's cybersecurity strategy depends on the continued
development and refinement of initiatives like CERT coordination. Expanding CERT capabilities in
less-developed member states will be crucial for strengthening the region's collective cyber defenses.
Providing technical and financial support to these countries will help ensure that all ASEAN member
states can contribute to a more resilient regional cybersecurity framework.

Public-private partnerships also present a promising avenue for enhancing CERT coordination.
Involving private sector companies with expertise in cutting-edge cybersecurity technologies can help
ASEAN stay ahead of increasingly sophisticated cyberattacks. These partnerships can provide
valuable resources, including threat intelligence and advanced tools, that can enhance the region’s
CERT capabilities. Additionally, private companies can offer technical training and knowledge-
sharing opportunities, particularly for member states with less-developed cybersecurity
infrastructures.

Furthermore, ASEAN's engagement with the global cybersecurity community will be critical for
the continued development of its CERT framework. International organizations such as the United
Nations Group of Governmental Experts (UNGGE) on Information Security and the International
Telecommunication Union (ITU) can offer valuable resources and guidance for strengthening
ASEAN’s cybersecurity efforts. Aligning ASEAN’s cybersecurity strategies with global standards
will help ensure that the region is equipped to handle the complex and evolving threats posed by cyber
terrorism.

In conclusion, while it is still too early to assess the full impact of ASEAN's CERT initiative, the
potential for enhanced regional cooperation and coordination is evident. The challenges of unequal
CERT capabilities and legal and regulatory barriers remain, but with continued investment and
development, the CERT initiative could play a significant role in strengthening ASEAN's
cybersecurity posture. Moving forward, ASEAN must focus on expanding CERT capabilities,
fostering public-private partnerships, and engaging more actively with the global cybersecurity
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community. By taking these steps, ASEAN can better protect its digital infrastructure and ensure a
more secure future for the region in the face of growing cyber threats.

References

(1]
(2]
(3]
(4]

(3]
(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]
[14]

[15]

[16]

[17]

[18]

J. M. Kizza, “Cyber Crimes and Hackers,” in Computer Network Security, New York:
Springer-Verlag, 2005, pp. 131-162.

N. Veerasamy, “Cyberterrorism — the spectre that is the convergence of the physical and virtual
worlds,” in Emerging Cyber Threats and Cognitive Vulnerabilities, Elsevier, 2020, pp. 27-52.
J. P. Sims, Y.-T. Lee, and B. T. F. Lee, “New Chinese Economic Policy to Latin America? A
QCA Approach to the Belt and Road Initiative,” Chinese Political Science Review, Jul. 2023.
H. Ouyang, C. Li, G. Liu, M. Zhang, and B. T. F. Lee, “Development Zones and Firm
Innovation: Evidence from Shanghai,” Chinese Journal of Urban and Environmental Studies,
vol. 10, no. 04, Dec. 2022.

B. T. F. Lee, S. A. Bettani, and J. P. Sims, “Rise of China: Harmony or Hegemony?,” Chinese
Political Science Review, 2024.

H. Al Asyari, “The Evolution Of Cyberterrorism: Perspectives And Progress From The
European Union And Association of Southeast Asian Nation,” Jurnal Hukum Ius Quia Iustum,
vol. 29, no. 1, pp. 1-23, Jan. 2022.

H. Primawanti, A. Subagyo, and W. Dermawan, “ASEAN 4.0. ERA: DEVELOPMENT IN
DIGITAL ECONOMY AND TRADE SECTOR,” Jurnal Dinamika Global, vol. 7, no. 02, pp.
329-345, Dec. 2022.

B. T. F. Lee, A. Asihaer, J. P. Sims, and S. Ali, “The Interplay of Public Health, Politics, and
Economics in COVID-19 Border Control Strategies: A Comparative Study of Brunei
Darussalam, UK, China, Germany, and Australia,” Unnes Political Science Journal, vol. 7, no.
2,2023.

N. Demeure and B. T. F. Lee, “Effect of the zero-covid policy on Chinese FDI inflows and
government’s response: Has the Pandemic led to distinctive paradigm change in China’s
hypergrowth approach to development?,” Journal of Strategic and Global Studies, vol. 6, no. 2,
Jul. 2023.

J. K. Brekke, “Hacker-engineers and Their Economies: The Political Economy of Decentralised
Networks and ‘Cryptoeconomics,”” New Political Economy, vol. 26, no. 4, pp. 646—659, Jul.
2021.

L.-C. Herrera and O. Maennel, “A comprehensive instrument for identifying critical
information infrastructure services,” International Journal of Critical Infrastructure Protection,
vol. 25, pp. 50-61, Jun. 2019.

ASEAN CCS, “ASEAN Cybersecurity Cooperation Strategy (2021 — 2025),” ASEAN.
[Online]. Available: https://asean.org/wp-content/uploads/2022/02/01-ASEAN-Cybersecurity-
Cooperation-Paper-2021-2025 _final-23-0122.pdf. [Accessed: Sep. 18, 2024].

R. Brewer, “Ransomware attacks: detection, prevention and cure,” Network Security, vol. 2016,
no. 9, pp. 5-9, Sep. 2016.

G. Kumar, “Denial of service attacks — an updated perspective,” Systems Science & Control
Engineering, vol. 4, no. 1, pp. 285-294, Jan. 2016.

S. Collins and S. McCombie, “Stuxnet: the emergence of a new cyber weapon and its
implications,” Journal of Policing, Intelligence and Counter Terrorism, vol. 7, no. 1, pp. 80—
91, Apr. 2012.

S.-C. Hsiao and D.-Y. Kao, “The static analysis of WannaCry ransomware,” in 2018 20th
International Conference on Advanced Communication Technology (ICACT), IEEE, Feb. 2018,
pp. 153-158.

L. Atzori, A. lera, and G. Morabito, “The Internet of Things: A survey,” Computer Networks,
vol. 54, no. 15, pp. 2787-2805, Oct. 2010.

C. D. Crumpton, S. Wongthanavasu, P. Kamnuansilpa, J. Draper, and E. Bialobrzeski,
“Assessing the ASEAN Smart Cities Network (ASCN) via the Quintuple Helix Innovation
Framework, with Special Regard to Smart City Discourse, Civil Participation, and
Environmental Performance,” International Journal of Urban Sustainable Development, vol.
13, no. 1, pp. 97-116, Jan. 2021.

29



Brice Tseen Fu Lee, Kotchaphop Kornphetcharat, Juan Pablo Sims, Dinh Linh Dieu, Bettani Salman Ali.
ASEAN Cybersecurity Cooperation Strategy: Combating Cyber Terrorism and Hackers Through CERT Coordination.
International Journal of Law and Public Policy, vol. 7, no. 1, pp. 20-30, March 2025. DOI: 10.36079/lamintang.ijlapp-0701.788

[19]

(20]

(21]

(22]

(23]

[24]

[25]
[26]

[27]
(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]
[37]

[38]

[39]

[40]

T. Riebe, “Computer Emergency Response Teams and the German Cyber Defense: An
Analysis of CERTs on Federal and State Level,” in Technology Assessment of Dual-Use ICTs,
Wiesbaden: Springer Fachmedien Wiesbaden, 2023, pp. 191-220.

T. Riebe, M.-A. Kaufhold, and C. Reuter, “The Impact of Organizational Structure and
Technology Use on Collaborative Practices in Computer Emergency Response Teams: An
Empirical Study,” Proc ACM Hum Comput Interact, vol. 5, no. CSCW2, pp. 1-30, Oct. 2021.
A. Oztiirk, “State of research: Relevance of Computer Emergency Response Teams in
Operational Technology,” European Conference on Cyber Warfare and Security, vol. 23, no. 1,
pp- 724-732, Jun. 2024.

B. Bartlett, “Why do states engage in cybersecurity capacity-building assistance? Evidence
from Japan,” The Pacific Review, vol. 37, no. 3, pp. 475-503, May 2024.

A. S. Salsabila, M. D. Fikri, M. S. Andika, and N. A. Harahap, “Potential and Threat Analysis
Towards Cybersecurity in South East Asia,” Journal of ASEAN Dynamics and Beyond, vol. 1,
no. 1, p. 1, Dec. 2020.

M. R. K. Ariffin and M. Letchumanan, “Status of Cybersecurity Awareness Level in
Malaysia,” in [Innovations in Cybersecurity Education, Cham: Springer International
Publishing, 2020, pp. 343-359.

C. Y. Luk, “Strengthening Cybersecurity in Singapore,” 2019, pp. 96—128.

A. Hern, “Philippine electoral records breached in ‘largest ever’ government hack,” The
Guardian, 2016. [Online]. Available: https://www.theguardian. com/technology/2016/apr/11/
philippine-electoral-records-breached-government-hack. [Accessed: Sep. 18, 2024].

J. Berlinger, “Singapore hack affects 1.5 million — including Prime Minister,” CNN, 2018.

A. Shabtai, Y. Fledel, U. Kanonov, Y. Elovici, S. Dolev, and C. Glezer, “Google Android: A
Comprehensive Security Assessment,” IEEE Security & Privacy Magazine, vol. 8, no. 2, pp.
35-44, Mar. 2010.

G. Tajadod, L. Batten, and K. Govinda, “Microsoft and Amazon: A comparison of approaches
to cloud security,” in 4th IEEE International Conference on Cloud Computing Technology and
Science Proceedings, IEEE, Dec. 2012, pp. 539-544.

P. Morrison, B. H. Smith, and L. Williams, “Measuring Security Practice Use: A Case Study at
IBM,” in 2017 IEEE/ACM 5th International Workshop on Conducting Empirical Studies in
Industry (CESI), IEEE, May 2017.

C. Pauletto, “Information and telecommunications diplomacy in the context of international
security at the United Nations,” Transforming Government: People, Process and Policy, vol.
14, no. 3, pp. 351-380, May 2020.

J. Eggenschwiler, “Expert commissions and norms of responsible behaviour in cyberspace: a
review of the activities of the GCSC,” Digital Policy, Regulation and Governance, vol. 22, no.
2, pp- 93-107, May 2020.

D. Stitilis, P. Pakutinskas, and I. Malinauskaité, “EU and NATO cybersecurity strategies and
national cyber security strategies: a comparative analysis,” Security Journal, vol. 30, no. 4, pp.
1151-1168, Oct. 2017.

H. Carrapico and A. Barrinha, “European Union cyber security as an emerging research and
policy field,” European Politics and Society, vol. 19, no. 3, pp. 299-303, May 2018.

C. Yuan and B. T. F. Lee, “From Rivals To Partners: The Evolution Of Environmental
Cooperation Among China, Japan, and Korea,” Global: Jurnal Politik Internasional, vol. 25,
no. 1, Jun. 2023.

B. T. F. Lee and J. P. Sims, “Redefining Regional Development: The Case for an ASEAN
Development Bank,” Journal of Political Issues, vol. 6, no. 1, pp. 1-19, Jul. 2024.

B. T. F. Lee and J. P. Sims, “The BRICS+ Expansion, Global Trade Dynamics, and the
Dedollarization Phenomenon,” Unnes Political Science Journal, vol. 8, no. 1, 2024.

B. T. F. Lee and J. P. Sims, “ASEAN at the Crossroads of US-China Rivalry: The Role of
Majority Voting and the Introduction of a Permanent Secretary-General,” International Journal
of Law and Public Policy (IJLAPP), vol. 6, no. 1, pp. 8-18, Mar. 2024.

B. T. F. Lee and J. P. Sims, “Legitimacy through Diversity: China’s Leadership in the BRICS+
Expansion for Global Balance,” Fudan Journal of the Humanities and Social Sciences, 2024.

J. P. Sims, Y.-T. Lee, and B. T. F. Lee, “New Chinese Economic Policy to Latin America? A
QCA Approach to the Belt and Road Initiative,” Chinese Political Science Review, Jul. 2023.

30



